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Description

Warnings and recommendations

It is important to read this manual carefully before proceeding with the installation.
The guarantee automatically expires for negligence, misuse, tampering by unauthorized
personnel.

Main functions

Gateway device for the remote and local management of the MyHOME system using the app
(MyHOME Bticino and MyHOME Legrand) and specific software. MHVisual and Supervision Gadget
(in the second case the scenarios can be recalled but not programmed).

Functions managed: Lights, Automation, Temperature control, Energy management.

Functions not managed: Video entry system, Sound system, Anti-intrusion, Advanced
Management of shutters, Lighting, advanced scenarios.

Legend

16

F455

1. User interface LEDs: see table

2. Reset key:

—To set the fixed default network address, 192.168.1.5, power the device by pressing the
pushbutton for 3 seconds (the LED flashes red, then turns green, and then red again).

If the power is disconnected and reconnected again, the device returns to operate using the
parameters set during the configuration.

— press for 10 seconds to restart the device (green flashing quickly at 0.5 second intervals);

— press for 20 seconds to restart the device and set dynamic IP address selection (green
flashing quickly at 0.25 second intervals)

3. Connection to the SCS/BUS
Ethernet connection

Table of user interface LEDs

Red LED no network found;
flashing slowly and regularly: waiting for an address to be assigned.
Green LED

flashing slowly and regularly: device in operation.
- The device cannot be used as a development Gateway (SDK) for third-party Apps or as an
integration Gateway (Vantage drivers, etc.); the Gateway F454 must be used);
- It does not support the simultaneous opening of more than 5 sockets;
- Itis not guaranteed to work with third-party Apps.
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Connection

Wiring diagrams
In order to operate, the device must be connected following the diagrams below.

Diagram with direct or crossed cable

L\—-\%

Diagram with switch

TSwitch/router

Check that the automatic assigning of the IP address is set in the network parameters on
the PC and the Basic Gateway. Then select the Basic gateway device among the network
resources.
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Configuration

Procedure with Windows Vista / 7 / 8 operating system

If the device is connected correctly, it will be displayed in the network resources with the name
“Basic gateway".

%v|e§ » Network »

Organize v Network and Sharing Center Add a printer Add a wireless device

4 'k Favorites
M Desktop
|8 Downloads
‘%] Recent Places

o
} I I Basic gateway : 0

4 Libraries
3 @ Documents
4 J Music
1> [&=] Pictures
> B Videos

b % Computer

1. Click to display the identification web page.

Basic gateway

System

Date/Time

Access only granted to
Password / authorized users

Enter password

Security - ] 2

Local
connections

Recover password

MyHome portal ’s;

<]

« Itis now possible to configure the device using the web pages.




Basic gateway

Installation Manual

If the device is not automatically recognised by the PC, follow the instructions below. To access the
configuration page and display the IP address of the device, the following parameters must be set:

Credential Manager
a Device Manager
Folder Options

8 Indexing Options
¥ Mouse

B Performance Information and Tools

ﬂ Programs and Features
ons 4 Sound

LI. Taskbar and Start Menu

¥ Windows Defender

Date and Time

é Devices and Printers

LI‘\ Fonts

Internet Options

_%E Network and Sharing Center
! Personalization

@ Recovery

% Speech Recognition
Troubleshooting

o Windows Firewall

From the menu
Start / Control panel

1. Click“Windows Firewall".

®v|‘ » Control Panel » All Control Panel tems » Windows Firewall

Control Panel Home

Allow a program or feature
i Il

@ Change notification
@ Turn Windows Fir
off

@ Restore defaults
%) Advanced settings
Troubleshoot my network

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining

through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

l @ Home or work (private) networks

l @ Public networks

2. Click“Allow a program or feature through Windows Firewall”.

[JRemote Desktop - RemoteFX
[JRemote Event Log Management
[ Remote Scheduled Tasks Management

e te Service M, t

MName Home/Work (Private)
[JiSCSI Service O

[0 Media Center Extenders O
Netlogon Service

Network Discovery XS

[ Performance Logs and Alerts

Remote Assistance

[JRemote Desktop

Joooo®d

Public

ROOd

Joooodor

3. Enable “Private and Public Network Discovery"”.

7@ AutoPlay
Credential Manager
a Device Manager
Folder Options

8 Indexing Options
¥ Mouse

B Performance Information and Tools

ﬂ Programs and Features

E Backup and Restore

Date and Time

é Devices and Printers

LI‘\ Fonts

Internet Options

;ﬁ Network and Sharing Center
! Personalization

@ Recovery

From the menu
Start / Control panel

4. Click“Network and sharing centre”
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i » Control Panel » All Control Panel Items » Network and Sharing Center

Control Panel Home

View your active

View your basic network information and set up connections

Change adapter settings m '
f;tailr\‘ge advanced sharing IT-;’ c Rete
(This computer)

Rete
Work network

Access type: Int
Connections: [J C

[(¥]

5. Click“Change advanced sharing settings”.

"

each profile.

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

Home or Work (current profile)

@

k discovery

@ Turn on network discovery
() Turn off network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?

File and printer sharing

be accessed by people on the network.

When file and printer sharing is on, files and printers that you have shared from this computer can

6. Turn on“Network discovery”.

1 Administrative Tools

g Color Management

[§ Desktop Gadgets

@ Ease of Access Center

% HomeGroup

Location and Other Sensors
a Parental Controls

% Power Options

@ RemoteApp and Desktop Connections
14 System

E Windows CardSpace

7@ AutoPlay

Credential Manager

ﬂ Device Manager

Folder Options

8 Indexing Options

¥ Mouse

M Performance Information and Tools
Programs and Features
ﬂ Sound

LI. Taskbar and Start Menu
i Windows Defender

E Backu
Date 3
é Device
m Fonts
@ Intern:
E Netwa
! Person
@ Recov,
% Speec|
Troubl
P Windg

From the menu
Start / Control panel

7. Click”Administrative tools”.

MyHOME
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Name Date modified Type Si
@- Component Services 14/07/2009 06:46 Shortcut
@ Computer Management 14/07/2009 06:41 Shortcut
Data Sources (ODBC) 14/07/2009 06:41 Shortcut
{#l] Event Viewer 14/07/2009 06:42 Shortcut
ﬁ iSCSI Initiator 14/07/2009 06:41 Shortcut
@ Local Security Policy 19/10/2011 11:50 Shortcut
@ Performance Monitor 14/07/2009 06:41 Shortcut
@ Print Management 19/10/2011 11:50 Shortcut
{8 Services 14/07/2009 06:41 Shortcut
System Configuration 14/07/2009 06:41 Shortcut
@ Task Scheduler 14/07/2009 06:42 Shortcut
ﬁ Windows Firewall with Advanced Security ~ 14/07/2009 06:41 Shortcut

Windows Memory Diagnosti 14/07/2009 06:41 Shortcut
Windows PowerShell Modules 14/07/2009 06:52 Shortcut

8. Click”Services”.

s

| MName | Description Statu... Startup Type Log On As >
-Qé Health Key and Certificate Management Provides X.5... Manual Local System
-Qé HomeGroup Listener Makes local... Manual Local System
-Q} HomeGroup Provider Performs ne... Manual Local Service

*3UPnP Device Host

Started

Allows UPn... Automatic Local Service

-Qé Human Interface Device Access Enables gen... Manual a

'@]KE and AuthIP IPsec Keying Modules The IKEEXT ... Manual System
"-'.c:%]ntelactive Services Detection Enables use... Manual oval System
"-;C:%]nteme‘t Connection Sharing (IC5) Provides ne... Disabled Local System
"-'.C:%]P Helper Provides tu... Started Automatic Local System
'@%]Psec Policy Agent Internet Pro... Manual Metwork Service
-Qé KtmRm for Distributed Tranzaction Coordinator Coordinates... Manual Metwork Service

9. Set“UPnP Device Host"”to Automatic Startup Type, ensuring that it has actually been activated.

General | Log On | Recovery | Dependencies |

Servicename:  prphost
Display name: UPnP Device Host

Descriction: lows UPnP devices to be hosted on this computer. .
Fion If this service is stopped, any hosted UPnP devices  _

Fath to executable:
C:\Windows'system32'svchost exe 4 LocalService AndMNolmpersonation

Startup type: [Ammmc -

Help me configure service startup options.

Service status:  Stopped

Start [ Stop ] [ Pause ] [ Resume

You can i art parameters that apply when you start the service

from here. 10
(i)

e [ o )

Start parameters:

10. Click “Start”".
11. Click.
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3 % Credential Manager Provides se... Manual Local System
%ﬁa‘r’t‘:ﬁ:g’e‘:ﬁce &.‘k Cryptographic Services Provides fo...  Started Automatic Network Service
S “, DCOM Server Process Launcher The DCOM... Started Automatic Local System

: i Di s n.. Started matic Local Service
Description: . 2}, Desktop Window M: Session M Provides De... Automatic Local System
Eef:::?h:tﬂ:‘::fﬂigllc;s:;sew &.‘k DHCP Client Registers an... Started Automatic Local Service
protocol, such as UPnP devices. Also »Q% Diagnastic Policy Service The Diagno... Started Automatic Local Service
announces 55DP devices and services Q Diagnostic Service Host The Diagne..  Started  Manual Local Service
;‘::':ic'?;;;'“ I:,CESIS[DP-has . Ifthis 2% p; ic System Host The Diagno.. Started Manual Local Systern
devices will lroliehe discwele;. Fthis &.‘k Disk Defragmenter Provides Dis... Manual Local System
service is disabled, any services that »Q% Distributed Link Tracking Client Maintains li...  Started Automatic Local System
explicitly depend on it will fail to start.  ; Distributed Transaction Coordinator Coordinates... Manual MNetwork Service
'&:‘k DNS Client The DNS Cli.. Started Automatic MNetwork Service
&.‘k Encrypting File Systern (EFS) Provides th... Manual Local System
»Q% Extensible Authentication Protocol The Extensi... Manual Local System
Q Fax Enables you... Manual MNetwork Service
% Function Discovery Provider Host The FDPHO... Started Manual Local Service
2 Bumctinn Mis B, Duhli Duhlichacth  Gtatad A i Local G

12. Set“SSDP Discovery” to Automatic Startup Type, ensuring that it has actually been activated.

General | Log On | Recovery | Depend |

Servicsname:  sspRSRY
Display name: 55DP Discovery
Description: | devices and services that use  »

Di T }
}.he S5DP discovery protocol, such as UPnP

Path to executable:
CrWindows'system32'svchost .exe + LocalService AndNolmpersonation

Startup type: [.‘h‘.omme -

Help me configure service startup options.

Service status:  Stopped

Start [ Stop ] [ Pause ] [ Resume
You can art parameters that apply when you start the service
from here. 13

Start parameters:

13. Click “Start”.
14. Click.
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Web Pages

Identification

In order to configure the device, you need to identify yourself using the login page.

Basic gateway

System

Date/Time

Access only granted to
Password o authorized users

Enter password
Security e

Local — ﬁ
- Recover passwors

connections

MyHome portal /i‘z

<]

1. Enter the “Password” (default: basic_gw).

data display it may be necessary to modify the parameters of the Browser (for example with

c Warning: depending on the browser used to access the Internet, in order to ensure correct
Internet Explorer select “Compatibility View”).

2. Click to confirm

3. If you have lost your password, click Recover password to recover it.

If the correct password is entered, the following confirmation message appears:

Password

Access granted

Security V

Local
connections
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After going through the identification stage, the main page appears, which can be used for the
following configurations:

SYSTEM (language included)
DATE/TIME

PASSWORD

SECURITY

LOCAL CONNECTIONS
1 2 3

73 BTicino/LEgrand Gateway ... % +

| € | @ 192168.1.188/sysdata.html

Basic gateway

MAC address

00-03-50-81-01-B4

IP address 192.168.1.188 DHCP address
Date/Time —_—
Subnet mask 255.255.255.0
Router IP 192.168.1.1
Password
Primary DNS 88.149.128.12
Security Secondary DNS 85.18.200.200
B — Gateway identifier 0
sl ~ Device version FW: 1.0.61 - HW- 1
connections
Site version 15
MyHome portal s; Language Selectlanguage v
<]
(OB
< " 4
T
8 7 6 5 4

1. Device address

Previous view

Update

Configuration icon selected

Operating area

o vokh weN

Save the set parameters

Q Warning: before changing page, press this pushbutton to save the parameters set.

7. Logout
8. Configuration pages

Note: the configuration page of the MyHOME portal is active but the service is not currently
available with the Basic gateway.

L1legrand
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System (language included)

This page can be used to enter the parameters for connection to the Ethernet network and the
web page language. Some device data can also be displayed.
Enter the configuration details in the various sections.

1

Basic gateway

MAC address 00-03-50-81-01-B4

IP address 192.168.1.188 DHCP address
Date/Time N

Subnet mask 255.255.255.0

Router IP 192.168.1.1
Password

Primary DNS 88.149.128.12
security Secondary DNS 85.18.200.200
L. aa—— Gateway identifier 0
Local _— Device version FW: 1_@w: 1
connections
R —— Site version 15

MyHome portal i Language Selectlanguage z

<]

1. Select if the address is a fixed address (in this case enter the parameters below), or a DHCP
dynamic address.

- IP address and Subnet mask: enter the typical parameters of TCP/IP protocol networks,
necessary for the identification of the device within the local network.

= IP router: enter the IP address of the router, if required. If there is a router the field
must be filled in, to ensure the outgoing Services, such as sending e-mails.

- Primary DNS and Secondary DNS: enter the primary and secondary IP addresses of
the Internet Service Provider (ISP) supplied at the moment of the contract subscription.

2. Enter a univocal identification number for the device.
3. Select the language of the Web pages.

4. Click to save.

L1legrand’
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Date/time

In this page the date and time must be set.

Basic gateway

Password

Date 7 ~ 12 v 2014 ~

r
Securi w— EE—
ty n Hour: 14 Minute: 17 E

Local
connections

."‘
MyHome portal s

<]

1. Enter the Date and time.

2. Click to confirm.

L1legrand’
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Password

This page can be used to replace the password with a new one (8 to 10 characters) of your choice.
It is mandatory to set questions and consequent answers for security: if you lose the password, you
will be required to answer both questions and as a result the password will be reset to the default
value (basic_gw) allowing you to memorize a new one.

Basic gateway

Date/Time ? Change passwords

Current password

rd & New password —E
_ Confirm new password ﬁ
Security E

Local - Change questions
connections

4 What is your mother's birthplace? -
MyHome portal i . . Q
3 What is your mother's birthplace? u
5 6

<]

1. Enter the current password.

Enter a new password.

Re-enter the new password to confirm.
Click to confirm.

Select the questions.

Enter the answers.

N o oA W

Click to confirm.

Q Both questions must be set.

L1legrand
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Security

This page can be used to configure the parameters for remote device management.

Basic gateway

System

Date/Time e E ;

OPEN password 12345
Password
Connection activation/deactivation event

Remote access enabling

connections Remote address channel 1
MyHome portal s; E

<]

=y

1. Enter the open password (default 12345).

2. Enable the possibility of activating/deactivating remote access to the device using an auxiliary
channel.

3. Set the activation/deactivation auxiliary channel.

4. Click to confirm.

If remote access is disabled, the device can no longer be reached.
The only way to reach it, will be by switching the auxiliary channel.

L1legrand’
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Local connections

This page can be used to set if the device/software performing the authentication should use an
HMAC type algorithm and the range of IP addresses that can access the device without using the

open password.
Basic gateway

System ) Algorithm type
Date/Time %ﬁ Algorithm type [{HMAC
Range IP

Password Vo
IP Range 1

Security -
IP Range 2

MyHome portal ,5; IP Range 3 ) >
IP Range 4

<]

1. Select if the Authentication algorithm is of the HMAC type.

2. Select the range of IP addresses that will not require an open password for local network
authentication.

3. Click to confirm.

L1legrand
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Troubleshooting

PROBLEM SOLUTION

Power the device by pressing the reset key until the LED starts
flashing red (the LED flashes red, then turns green, and then

Itis not possible to display red again): the device will be initialised with the following

the device in network parameters:

resources in case of direct IP address: 192.168.1.5

connection to the PC IP mask: 255.255.255.0
It is now possible to connect to the device and reconfigure the
parameters.

1. Enable “Compatibility View” in the Browser parameters;
2. Delete the Browser history ensuring that “Temporary Files/
Caches”is also selected.

The device web pages do not
display correctly.

Note: the device has been tested with the following browser versions:

Internet Explorer 8.0.7601.17514

Google Chrome 37.0.2062.124 m

Safari 517

Mozilla Firefox 32.0.3

Opera 24.0.1558.64
Appendix

Technical data

Power supply from BUS 18 -27Vdc
Absorption 30 mA (max)
Operating temperature 5-40°C

TECHNICAL AFTER-SALES SERVICE

Legrand SNC only accepts responsibility for perfect device operation if it is installed to the state
of the art respecting the indications of the product installation manual.

www.legrand.com
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BTicino SpA

Viale Borri, 231
21100 Varese
www.bticino.com

Legrand SNC

128, av. du Maréchal-de-Lattre-de-Tassigny
87045 Limoges Cedex - France
www.legrand.com

Legrand SNC reserves at any time the right to modify the contents of this booklet and to communicate, in any form and

modality, the changes brought to the same.
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